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How to ensure that only the right people 
access the right resources at the right 
time, with the required rights and for the 
right business reasons?

This question defines one core service in 
IAM the so-called Identity Governance 
and Administration (or short IGA).

Through IGA defined roles and access 
rights of a person there is still the 
challenge to enforce the control in 
the real world. Today’s enterprise IT 
environments consist of hundreds of 
IT applications, thousands of devices 
and interconnected cloud services. 
To prevent unauthorized access all 
these entities must be secured by one 
highly scalable and secure Access 
Management (AM) infrastructure. 

Cutting costs, increasing security  
and supporting compliance

Last but not least all these processes 
must be transparently managed and 
audited. Analytics and Intelligence 
(A&I) services offer comprehensive 
information throughout the complete 
IAM process landscape.

Atos with the DirX product family offers 
support for large scale IT environments 
in the enterprise, for the cloud and IoT 
use cases. The following scenarios show 
the potential of this portfolio..

Enterprises of all sectors as well as public service organizations face increased cyber 
security, privacy, and compliance challenges. At the same time the pressure to contain 
or reduce the cost of operations drives new ways to optimize IT and business processes. 
New trends like the Internet of Things (IoT) and the Cloud multiply the scale of connected 
devices and identities. Identity and Access Management (IAM) provide secure digital 
identities and control access to all critical resources and information in the Cloud and on 
premise to facilitate ongoing digitalization.
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Efficient integration of new 
employees – faster productivity
New hires or employees starting a in a 
new position often struggle to get their 
IT environment ready to work. IAM offer 
all means to ensure day-one productivity. 
Even before the first day at work the IAM 
system can establish all needed access 
rights and accounts to be activated at the 
right time. Email access to the enterprise 
portal, SAP systems and much more can 
be prepared automatically. 

Administrator resources are freed up 
from manual redundant tasks and can be 
concentrated to improve the quality of 
service. 

The right access rights for the 
right people at the right time
Based on the position or role of the 
employee in the business processes the 
access rights will change over time. Old 
access rights may not longer be required, 
access to new systems must be enabled. 
IAM systems offer complete request 
and approval workflow support. The 
employee can use self service portals to 
request new rights, e.g. SAP reporting or 
Microsoft Office 365. The IAM system will 
automatically start a workflow to inform the 
manager about the request. Sometimes an 
additional approval may be required – in 
this case a classical 4-eyesapproval will be 
implemented where both managers must 
agree before the access is finally granted. 
IAM can fully automate this process. 

Managers can establish delegation in 
case of longer unavailability or use their 
mobile access on business trips to perform 
important approvals in time. 

Proof of compliance regulations 
Compliance to legal, regulatory and 
internal policies an increasing challenge 
for corporations, CISOs and Administrators. 
New data protection laws such as the EU’s 
GDPR require organizations to show proof 
of governance and keep records of any 
event or changes regarding the processing 
of personal data (e.g. change in roles, 
access entitlements, etc.). Therefore, Atos 
IAM products provide comprehensive 
processing and analysis capabilities. 
This allows to provide reports and audit 
information by transforming raw IAM data 
into actionable intelligence in line with 
compliance regulations, business security 
policies and corporate risk management 
objectives. Atos IAM dramatically 
reduces the cost of compliance and the 
transparency of risk in related business 
processes. 

Securing the extended enterprise 
- trusted cooperation
In Employees, customers and partners 
want seamless access to their SaaS, 
mobile, cloud and enterprise applications. 
More and more businesses interact 
in an extended enterprise providing 
services cross domains out of the cloud. 
Of course, security is the major concern. 
Atos IAM performs user identification and 
single sign-on in a secure, controlled 
and centralized manner. Atos Access 
Management is an extremely versatile 
federation solution that’s designed to 
work with any identity provider (IdP) and 
easily accepts SAML or OpenID Connect 
tokens for SSO into SaaS and homegrown 
applications. 

Combining physical and logical 
Security 
Atos DirX IAM connects to physical access 
management systems to offer control 
of a combined user profile managing 
access to IT systems and buildings. The 
usage of strong authentication methods 
like Smart Cards of Biometrics unify the 
user experience for getting access at the 
workplace or to restricted environments 
(e.g. laboratories). Intelligent access 
policies can combine physical and logical 
access. (The IAM system may only allow 
access to the LAB information system from 
a workplace in the laboratory and not from 
outside.) 

Scenarios for greater efficiency and  
enhanced security

Outsourcing, mergers and 
acquisitions - Day One Readiness 
Speed and security are crucial factors 
in the success of achieving the financial 
and productivity goals. Without first-
day-readiness in core IAM areas IT 
outsourcing can produce unpredictable 
non-compliance costs, necessary 
change management processes will be 
impossible and therefore block newly build 
organizations to leverage synergies. Atos 
IAM is an elegant and efficient solution 
for creating one unique identity provider 
enabling communication, automation 
and control of business processes. By 
establishing secure federated access, 
existing IT islands can be interconnected 
without expensive IT migration.

Cloud Services - Speed and 
Control 
Flexibility, efficiency and unlimited 
scalability drive the growth of modern 
cloud providers like Microsoft Azure, 
Salesforce, Google or Amazon. CIOs 
and businesses use cloud services to 
adapt faster to changing requirements 
and improve the agility of their overall IT. 
Managing compliance across multiple 
clouds or providers is still a challenge. Atos 
IAM Services support rapid on-boarding 
of employees, partners and customers 
and securely manage all access rights in a 
central place. With a federated SSO Atos 
improves security and user convenience 
while lowering costs. 

The Internet of Things - Opening 
new Business Opportunities 
The Internet of Things (IoT) has become a 
popular term for describing a network that 
connects uniquely identifiable things to the 
Internet. Technologies like industrial data 
analytics and cloud computing generate 
actionable information and knowledge 
from the huge amount of data produced by 
devices and sensors, enabling the creation 
of a data-sharing ecosystem with new 
revenue streams and partnerships. Based 
on the criticality of the data Cybersecurity 
is key to successful IoT adaption. Atos 
IAM systems implement a set of open 
standards and protocols for connectivity, 
identity management, authorization, 
authentication and identity federation, such 
as SCIM, OAuth, OpenID Connect, SAML, 
RESTful interfaces, FIDO, etc.
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International compliance 
requirements 
 
Sarbanes Oxley Act (SOX)

Confirmation by the CEO and CFO of 
the accuracy and reliability of financial 
statements and the adequacy of 
internal control systems. More 
stringent criminal-law provisions.

 
Basel III

Banks need sufficient equity and 
monitored risk management. With the 
help of greater transparency, the goal 
is to make the financial market more 
secure for all players. 
 
Foreign Corrupt Practices Act 

Law against corruption. Publicly 
listed companies must document all 
transactions.
 
Sentencing guidelines

These guidelines govern the 
penalty for crimes. They also contain 
stipulations on the efficiency of 
compliance programs.
 
Regelungen of the Food and Drug 
Administration (FDA)

Controls on protecting public health 
in the U.S. Applies to products made 
in and imported to the U.S.
 
General Data Protection Regulation 
(GDPR)
GDPR is a regulation in EU law on 
data protection and privacy.

Cybersecurity and regulatory compliance for the extended Enterprise 
(integration with business application and services on-premise and in the cloud). 

Enabling new business opportunities (IoT, Digitalization, Industrie 4.0).

Identity and Access Management

Authentication Administration Authorization

Audit

Users Target Systems

Mitarbeiter Biometrics

Smart cards

Secure Token

Single sign-On

Identity 
federation

User and role 
management

Self service und 
delegation

Provisioning

Workflows

Meta directory

Policy 
enforcement

Policy and 
entitlement 
management

Web services 
security

Employee

Partner

Supplier

Customer

Web

Portals

Platforms

Applications

“Atos DirX Access counts amongst the most feature-rich
solutions on the market. It is a mature solution for Access

Management, covering the full range of targets from legacy
web applications to modern SaaS services. It comes with
comprehensive support for modern standards, including
FIDO 2.0. … The product is cutting-edge when it comes to

standards support, covering all relevant standards of today,
with comprehensive support for specific profiles of such

standards and additional capabilities such as SAML proxying.”

KuppingerCole Report: Atos DirX Access, November 2019
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An acknowledged solution

Analysts recognize Atos as a world leader 
in role management and the integration of 
IAM in comprehensive security solutions 
for heterogeneous IT landscapes. This is 
particularly true for SAP environments. 
Moreover, Atos is the only vendor able to 
combine IAM with professional services 
and smart card technology and biometrics 
to create a solution that includes physical 
and logical access. This integration 
expertise is also incorporated in Atos’ own 
solutions, for example in Product Lifecycle 
Management. 

DirX is the leader in terms of scalability, 
reliability and high availability and offers 
outstanding flexibility when it comes to the 
automated creation of users, assignment of 
rights and operation. 

Proven in many industries
DirX solutions have been in widespread use 
in a broad range of industries for over 10 
years. And Atos has its own pool of internal 
industry expertise – in the public sector, 
healthcare, financial services and power 
engineering, for example. 

That is why Atos can assess the needs 
of its customers so well and offer them 
tailored solutions for Identity and Access 
Management – ranging from project 
consulting, analysis and planning, solution 
implementation and maintenance to 
training. 

Atos is one of the pioneers in IAM 
technology and has always played 
an active part in standardization and 
new developments. Recent examples 
include the electronic case record for 
the healthcare sector and Web Service 
Identity Services for auto makers and their 
suppliers.

DirX systems from Atos are used 
successfully around the world by 
wellknown customers in a wide 
range of industries – as a standalone 
implementation or an integral part of 
vertical solutions. Here are just a few 
examples: 

Healthcare
To provide their patients with state-of-the-
art medical care, hospitals are looking for 
ways to cut costs while also increasing 
efficiency and security. For that, they 
need leaner administrative processes, 
information that is always up-to-date 
– pager numbers, for example – and a 
reliable and auditable means of granting 
users access rights to highly sensitive data. 
Several large hospitals and hospital groups 
rely on IAM with DirX to achieve these 
goals. 

In addition, Atos, together with a large 
German hospital group, is involved in 
developing and testing the electronic case 
record, work that is being led in Germany 
by the Fraunhofer Society. The file can 
be accessed across hospital boundaries 
if needed when dealing with the patient. 
The security required here can only be 
achieved with Identity Federation. 

eGovernment
To cut administrative costs and speed 
up processes such as those for handling 
resident registration or tax returns, for 
example, many government agencies have 
already introduced electronic processes. 
Under the EU Services Directive, these 
processes are now mandatory and must be 
implemented quickly. 

The goal is to make it easier for people to 
begin offering and performing services, 
ensure their quality and guarantee the 
highest possible security. DirX solutions 
are being used successfully by many 
administrative bodies, from the municipal 
to the state level.

Identity and Access Management with DirX –
a unique offering

The oldest eGovernment solution 
commissioned by a government body has 
been in productive operation for more than 
10 years. 

In part to implement the EU Services 
Directive, Atos is partnering with the 
Fraunhofer Society to develop innovative 
eGovernment solutions and is contributing 
the experience gathered in its many 
projects.  

Banking and insurance
Banks require highly secure authentication 
solutions. Moreover, acquisitions and 
mergers are frequent in the banking and 
insurance arena, and customers who use 
a bank’s credit cards, for example, expect 
these organizational changes to be made 
smoothly. That is only possible if the new 
organization works productively as soon as 
possible. 

Atos integrated the user and rights 
management systems of five insurance 
companies that had been merged under 
a single roof. Five different manual 
administration systems were transformed 
into a single automated IAM solution based 
on centrally assigned user roles. Virtually 
the entire authentication and authorization 
process is now fully automated – across 
all applications and systems, smoothly and 
securely. 

Automotive industry
The automotive industry requires secure 
and efficient internal business processes. 
For many customers in the automotive 
industry, Atos has installed IAM solutions 
in which the HR database and an array of 
other systems, including Microsoft Outlook, 
Exchange and Active Directory Services or 
SAP systems, have been synchronized – for 
ordering processes, for example. The result 
is a secure and efficient user and rights 
management system.

“Atos DirX Identity is a mature offering for IGA (Identity Governance and Administration), delivering both 
leading-edge Identity Provisioning capabilities and a strong risk-based Access Governance feature set. Atos 
has made significant improvements when it comes to the ease and flexibility of customization and added a 
modern, responsive user interface together with RESTful interfaces. DirX Identity comes as an offering that 

delivers a comprehensive set of capabilities and counts amongst the strong IGA offerings in the market.”

KuppingerCole Report: Atos DirX Identity, March 2020



Secure User IDs and Business Processes | 07

Increasingly, manufacturers also want 
to enable the secure integration of their 
partners in their processes. As part of a 
Federated Identity Management project 
(SESAM), involving Atos and other IAM 
vendors and their customers, IAM is being 
developed in an Web Service environment 
so that auto makers and suppliers can 
access shared identities.

Education
Colleges and universities must manage 
a large volume of data on students and 
temporary academic staffers and give them 
the necessary IT access rights. Since the 
fluctuation rate in these user categories 
is high, universities need a very flexible 
system to handle such tasks. Moreover, 
many offices, labs and other rooms require 
special protection, so there is a particular 
need for integrated solutions that cover 
both physical access and access to IT. 

Thanks to IAM, Atos has been able to 
slash the administrative overheads at 
universities, enable flexible role-based 
assignment of user rights and successfully 
deploy its portfolio for integrated physical 
and logical access.

DirX Directory
A high-end directory server and LDAP 
Proxy for all environments.

DirX Access
Identity Federation and Access 
Management for the Connected World.

Professional services und 
consulting
We offer an extensive range of Identity 
and Access Management services 
to support our DirX products: project 
consulting, analysis and planning, 
solution implementation and 
maintenance, operation and training.

The DirX portfolio
With its DirX family, Atos offers 
its own product suite of perfectly 
tuned and integrated individual 
components.

DirX Identity
User and Access Management aligned 
with Business Processes.

DirX Audit
Analytics and Intelligence for Identity 
and Access Management.



Atos, the Atos logo, Atos|Syntel and Unify are registered 
trademarks of the Atos group. April 2022 © Copyright 
2022, Atos S.E. Confidential information owned by Atos, 
to be used by the recipient only. This document, or any 
part of it, may not be reproduced, copied, circulated and/
or distributed nor quoted without prior written approval 
from Atos.

About Atos

B-220408-GW-DirX-V8.10-en

For more information: www.evidian.com/dirx

Atos is a global leader in digital transformation 
with over 110,000 employees in 73 countries 
and annual revenue of over € 11 billion. 

European number one in Cloud, Cybersecurity 
and High-Performance Computing, the Group 
provides end-to-end Orchestrated Hybrid 
Cloud, Big Data, Business Applications and 
Digital Workplace solutions. The group is the 
Worldwide Information Technology Partner for 
the Olympic & Paralympic Games and operates 
under the brands Atos, Atos Syntel, and Unify. 
Atos is a SE (Societas Europaea), listed on the 
CAC40 Paris stock index. 

The purpose of Atos is to help design the 
future of the information technology space. 
Its expertise and services support the 
development of knowledge, education as well 
as multicultural and pluralistic approaches 
to research that contribute to scientific and 
technological excellence. Across the world, 
the group enables its customers, employees 
and collaborators, and members of societies 
at large to live, work and develop sustainably 
and confidently in the information technology 
space.

Find out more about us
atos.net
atos.net/career
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