
Define and enforce your security policy easily

How do you comply with new
legal constraints, simply?
You must formalize and above all,
enforce your access-right assignment
procedures while convincing that
these measures are efficient and
appropriate.   
The Policy Manager module is the
control tower for your security policy.

� A clear policy
An employee’s rights depend on his
or her role, organization, location,
etc. Thus, his or her access policy is
brought into line with real tasks.  

� Easy maintenance
All the components of a security
policy are defined with a single tool.
This simplifies procedure
documentation and update.

� Easy audits
Audits are faster since they are
performed from a single location.
Your quality indicators are reliable
and published regularly. 

Your policy is written… 
but is it applied?
With Evidian Role Management, 
you can ensure that your policy is
truly implemented.

The Approval Workflow module
automates decision-making chains,
from rights approval to account
creation. With a click of the mouse,
administrators can confirm whether
or not an action has been
performed. 

The reconciliation function integrated
into Policy Manager regularly and
automatically checks your policy
against field reality. 

This way, users and decision-makers
naturally and transparently comply
with your security policy, through the
use of simple tools.

How do you take existing rights
into account?
Over the past years you have
deployed different enterprise security
policies through various procedures.
These policies cannot be
disregarded, yet how do you know
which rights still exist?

The Policy Manager module can use
the Evidian Access Management
solution to define the security policy
based on what users really access.

How can you adopt an effective access policy for enterprise
applications and control its implementation? 
Evidian Role Management unifies and facilitates the administration of
your access rights while automating the authorization circuit.  
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3 reasons 
to adopt Evidian
Role Management

1 Manage the full access-rights life cycle 
From the moment a worker arrives at a
department until he or she leaves the com-
pany, Evidian Role Management manages
his or her rights and the authorization 
circuits. Your users are immediately 
productive while respecting the security
policy.

2 Base your policy on field reality
Evidian Role Management compares the
status of the required rights with the reality
of accesses made, and with the existing
application accounts. This enables your
policy to be in line with the company’s
day-to-day actions. 

3 Enforce your security policy 
Decision-makers officially validate their
actions and decisions with a few mouse
clicks. The reconciliation function enables
you to continuously enforce your policy.
Audit is simple because it is centralized. 

IAM for
business and people
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Evidian Role Management 
enforces your security policy with two
complementary modules: 

� Policy Manager allows you to define 
your access-rights policy. Before 
deploying a policy, you can easily 
compare it with users’ actual accesses.

� Approval Workflow automates the 
access-rights approval circuit. 
Decision-makers are notified by e-
mail and may approve or 
disapprove new rights.

Evidian Policy Manager

can define and enforce an access
security policy in the entire company
from a single console. 

A complete model
Policy Manager uses an extension of
the standard RBAC model, taking into
account the user’s position in the
organization. This limits the number of
necessary rules and facilitates policy
maintenance and evolution. 
All standard RBAC functions such as
roles, legacy and separation of tasks
are present. 

Reconcile your policy with user accounts
The accounts deduced from your policy
can be compared with existing
accounts via Evidian User Provisioning
or other provisioning solutions. You may
decide to update your target
application or security policy in order to
be as close to field reality as possible.

Reconcile your policy with the
enterprise SSO access repository
Policy Manager can use the
information gathered by Evidian
Enterprise SSO to create and validate
your model. This enables you to notice
how many persons are using a specific
account.
Your policy can be refined by
analyzing the differences.

Manual or automatic account update
Policy Manager can prompt
administrators to create, modify or
delete accounts. These operations can
be handled through a workflow, or
automated by a provisioning module,
thus eliminating human error while
updating accounts.  

Modify accounts without fear of
incidents   
Workspaces are used to evaluate
different policy scenarios prior to their
application.   

At any time, you can measure without
risk, the impact of a change in security
policy. Which users will no longer
have access to the applications they
are using? Which accounts will be
modified?

After verification, accounts may be
updated under the control of Approval
Workflow.

Use your existing infrastructure 
Policy Manager natively uses existing
identity directories, allowing your user
management procedures remain
unchanged. 

When creating or changing functions
of an employee in the enterprise
directory, his or her rights are
automatically calculated while
simultaneous triggering the necessary
procedures. This process occurs
without any administrative
involvement.

A Web 2.0 console
The Policy Manager console offers a
simple administration console based
on AJAX. Administrative tasks can be
delegated to the most appropriate
level. 

Evidian Approval Workflow

enables companies to deploy reliable
validation processes in order to
automate user life cycle management.   

It is fully customizable and works
natively with Policy Manager.

Approval Workflow provides:
� A workflow engine, compatible with 

WfMC,
� A simple graphical interface for 

creating enterprise process models,
� Web forms for interaction with users.

An automated approval workflow 
A request (for instance, to create a
new account) is automatically sent to
an accounts approver, who is informed
by e-mail containing the URL of a reply
form. The approver may then accept,
reject or transfer it. 

Escalation and delegation
If a request is not processed promptly,
it may be "escalated" to other
approvers. Moreover, an approver
may choose to delegate his or her task
to another person for a specific period
of time. 

Prerequisites
Evidian Role Management can be
installed on a Windows 2003 or
(3Q’2008) Linux server. 
It interfaces with LDAP V3 directories:
Active Directory, ADAM/ADLDS, Sun
Java System Directory Server, Novell
eDirectory and OpenLDAP.  
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For further information, visit our website: www.evidian.com or contact us: info@evidian.com
Evidian Role Management is a registered trademark of Evidian. All the cited products and brand names are trademarks of their respective owners. 

Evidian reserves the right to modify the characteristics of its products without prior notice

                                               


